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The increasing demand for secure and intelligent storage systems has 

encouraged the development of biometric-based authentication 

technologies. This study presents the design and implementation of a 

smart locker security system based on facial recognition using the 

YOLO (You Only Look Once) algorithm integrated with an ESP32-

CAM module and IoT communication. The system was developed to 

provide automated user authentication and remote locker control 

through real-time face detection and recognition. Performance 

evaluation was conducted by analyzing face detection accuracy, 

authentication response time, and network communication quality 

under different distances and lighting conditions. Experimental results 

showed that the YOLO-based system achieved a a face detection 

success rate of up to 92% under both bright-light and low-light 

environments at distances of 30 cm and 100 cm. The detection error 

ranged from 2.60% to 4.30%, indicating stable and reliable detection 

performance. Authentication testing revealed that the system 

performed optimally at 30 cm, with response times ranging from 1.47 

s to 2.56 s and error rates below 1.2%. At 100 cm, the response time 

increased to approximately 9–10 s, accompanied by higher error rates 

due to reduced facial feature visibility. In addition, network 

performance evaluation based on latency, packet loss, and throughput 

demonstrated reliable Wi-Fi communication between the ESP32-

CAM and the server, ensuring smooth data transmission during 

authentication and locker control operations. The results confirm that 

the YOLO algorithm is effective for real-time facial recognition 

applications and can be successfully implemented in smart locker 

security systems. The proposed system provides accurate 

authentication, reliable communication, and enhanced security, 

making it suitable for practical access-control applications. 
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1. INTRODUCTION 

The rapid advancement of information technology and the Internet of Things (IoT) has significantly 

increased the demand for secure and efficient authentication systems, particularly for locker security in public 

spaces [1], [2]. Conventional mechanical locks and numeric combination systems have several limitations, 

including the risk of key loss, duplication, and unauthorized access [3]. Therefore, the development of modern, 

digital-based locker security systems is crucial to ensure both safety and convenience. The IoT paradigm 

enables interconnected devices to communicate and exchange information through network infrastructures, 

allowing real-time monitoring and automated control of security systems. By integrating sensors, embedded 
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controllers, and wireless communication technologies, IoT-based security solutions can provide enhanced 

accessibility and operational efficiency. Furthermore, the adoption of intelligent authentication mechanisms 

can reduce human intervention while improving the reliability and responsiveness of access control systems in 

various environments such as schools, offices, and public facilities. 

Recent studies have explored various technologies for locker security, such as Radio Frequency 

Identification (RFID) [4], Personal Identification Numbers (PIN) [5], and biometric-based systems [6]. Among 

these, facial recognition offers a non-contact, practical, and user-friendly approach for authentication [7]. Deep 

learning methods, particularly the You Only Look Once (YOLO) algorithm, have demonstrated high accuracy 

and fast face detection capabilities [8], [9]. However, most implementations rely on high-performance devices, 

making their integration into resource-constrained IoT platforms a significant challenge. YOLO performs 

object detection through single-stage architecture, enabling real-time processing while maintaining robust 

detection performance [10], [11]. This characteristic makes YOLO particularly suitable for smart security 

applications that require rapid authentication and low latency [9]. Several studies have successfully applied 

YOLO-based facial recognition in access control systems, demonstrating promising results in terms of 

detection accuracy and response time. However, most implementations rely on high-performance devices, 

making their integration into resource-constrained IoT platforms a significant challenge. In addition, limited 

research has investigated the practical deployment of YOLO-based facial recognition for locker security 

applications using low-cost embedded hardware and wireless communication technologies. 

Despite the potential of YOLO for facial recognition, there is a research gap in applying this algorithm to 

locker security systems using IoT devices such as the ESP32-CAM module. While previous studies have 

demonstrated the effectiveness of YOLO-based facial recognition in smart door lock and access control 

applications [12], [13], relatively few investigations have focused on locker security environments that require 

compact, low-cost, and energy-efficient hardware. Limited computational resources and network constraints 

in IoT environments require careful design and optimization to ensure reliable performance [14]. In addition, 

maintaining a balance between detection accuracy, authentication speed, and communication reliability 

remains a significant challenge when deploying deep learning models on embedded systems. Therefore, there 

is a need for an integrated solution that combines real-time facial recognition with IoT-based monitoring and 

control while remaining suitable for resource-constrained devices. Addressing this gap, this study focuses on 

designing and implementing a locker security system that utilizes YOLO-based facial recognition on an 

ESP32-CAM platform. 

The objectives of this research are threefold: to design and develop a facial recognition-based locker 

security system using YOLO and ESP32-CAM, to evaluate the system’s performance in terms of detection 

accuracy and authentication response time, and to analyze the quality of network communication based on 

Quality of Service (QoS) parameters. The proposed system integrates computer vision, wireless 

communication, and embedded hardware to provide an intelligent authentication mechanism for locker access. 

Unlike conventional locker security systems that rely on physical keys, passwords, or access cards, the 

proposed approach enables contactless authentication through facial recognition, thereby enhancing both 

security and user convenience. Furthermore, the evaluation of QoS parameters provides insights into the 

communication performance of the IoT infrastructure, ensuring that the system can operate reliably in practical 

deployment scenarios. The proposed system aims to provide a practical, secure, and efficient solution for locker 

security while contributing to the advancement of computer vision and IoT integration for real-world smart 

security applications.  

2. METHOD 

2.1 Research Design 

This study employs a design and implementation approach to develop a locker security system based on 

facial recognition using the YOLO algorithm integrated with the ESP32-CAM module. The research focuses 

on both hardware and software development, as well as system performance evaluation in terms of face 

detection accuracy, authentication response time, and network communication quality. Figure 1 illustrates a 

3D design of the locker security system developed to improve cabinet protection through the integration of 

electronic and biometric technologies. The system is installed on the front side of the locker and consists of 

several interconnected components, including an ESP32-CAM (used as the main microcontroller without 

Arduino Uno), ESP32-CAM, fingerprint sensor, keypad keyboard, OLED LCD display, relay module, LED 

indicator, buzzer, and antenna module. The ESP32-CAM (used as the main microcontroller without Arduino 

Uno) serves as the main controller responsible for processing data and coordinating communication between 

all connected devices. The keypad is used for password entry, while the fingerprint sensor provides biometric 

authentication to ensure that only authorized users can access the locker. The OLED LCD display functions as 

an interface to show system status, authentication results, and user instructions. Meanwhile, the ESP32-CAM 
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module enables wireless communication and camera-based facial recognition features, supported by the 

antenna to ensure stable signal transmission. The ESP32-CAM is a compact and cost-effective microcontroller 

module designed for IoT-based image acquisition and monitoring applications [15]. In this study, the module 

captures facial images in real time and transmits them through a wireless network for YOLO-based facial 

recognition and authentication. Its low power consumption, compact size, and built-in networking capabilities 

make the ESP32-CAM an effective platform for implementing smart security systems in resource-constrained 

environments [16]. 

 

 

Figure 1. 3D Design of the locker security system 

In addition, the LED indicator and buzzer provide visual and audio notifications for successful or failed 

authentication attempts. The relay module operates as an electronic switch that controls the locking and 

unlocking mechanism of the locker door. Overall, the 3D illustration demonstrates the structural arrangement 

and functional integration of the hardware components in developing an intelligent and secure locker security 

system. 

2.2 Hardware and Software Components 

The primary hardware used in this study includes the ESP32-CAM microcontroller, a solenoid door lock 

for locker locking, and supporting power supply and network modules. The software environment consists of 

Python for YOLO model training and OpenCV for image processing, while the ESP32-CAM firmware is 

programmed using the Arduino IDE. The YOLOv5 model is selected for its balance between detection speed 

and accuracy, suitable for deployment on low-resource IoT devices. 

 

Figure 2. Interconnection of each component 
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Figure 2 illustrates the interconnection of each component used in the smart door lock system based on 

the ESP32-CAM microcontroller. The ESP32-CAM functions as the main controller that manages 

communication and processing between all connected devices. A fingerprint sensor is connected to the ESP32-

CAM to provide biometric authentication for user access. A 4×4 keypad is used for password input, while the 

LCD display provides visual information such as system status and user instructions. The relay module acts as 

an electronic switch that controls the solenoid door lock, allowing the door to lock or unlock based on 

successful authentication. All components are powered by a 3.7V 2500mAh battery, ensuring portable and 

stable operation of the system. The wiring diagram demonstrates how data, control, and power connections are 

integrated to create a complete electronic door security system. 

2.3 System Architecture and Procedure 

The system architecture consists of three main components: image acquisition, face recognition, and 

locker control. Images are captured by the ESP32-CAM and transmitted to the local processing unit or cloud 

server running the YOLO model. The facial recognition process identifies registered users in real-time. Upon 

successful authentication, a command is sent to the solenoid door lock to unlock the locker. The system flow 

is presented in Figure 3. 

 

Figure 3. Flowchart of the Facial Recognition Authentication Process 

 

2.4 Data Collection and Training 

The facial dataset consists of images of registered users captured under normal indoor lighting conditions. 

Data augmentation techniques, including rotation, scaling, and brightness adjustment, are applied to increase 

model robustness. The YOLO model is trained on this dataset, and performance metrics such as precision, 

recall, and F1-score are recorded. 

2.5 Performance Evaluation 

System performance is evaluated in three aspects: 

1. Face Detection Accuracy: The proportion of correctly identified users compared to total attempts. 

2. Authentication Response Time: The time interval between image capture and locker unlocking. 

3. Network Communication Quality: Measured using Quality of Service (QoS) parameters, including 

latency, packet loss, and throughput. 

2.6 Limitations of the Method   

The system is designed for single-user authentication per session and does not support facial recognition 

with obstructions such as masks or sunglasses. Only one network connection (Wi-Fi) is utilized, and all model 

computations are limited by the processing capacity of the ESP32-CAM. 
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3. RESULTS AND DISCUSSION 

3.1. Face Detection Accuracy 

 Figure 3 presents the performance of the YOLO-based facial recognition system under two different 

conditions. Figure 3(a) shows a successful face detection and identification process, where the system 

accurately locates the user's face and displays the correct identity label. The green bounding box indicates that 

the detected face matches the facial data stored in the database, demonstrating that the YOLO algorithm can 

effectively detect facial features and perform recognition in real time. This result confirms that the system can 

authenticate authorized users when facial images are captured under favorable conditions 

 
(a) (b) 

Figure 3. Face detection in YOLO algorithm (a) correct, (b) incorrect 

In contrast, Figure 3(b) illustrates an unsuccessful recognition result. Although the system can detect the 

presence of a face, the identification process fails, as indicated by the red bounding box and incorrect labelling. 

This error may be caused by several factors, including insufficient lighting, variations in facial pose, partial 

occlusion, image blur, or limitations in the training dataset. Such conditions can reduce the quality of extracted 

facial features, leading to lower recognition accuracy[17]. The comparison between Figures 3(a) and 3(b) 

highlights the importance of image quality and environmental conditions in facial recognition systems. While 

YOLO demonstrates strong capability in face detection, the overall recognition performance depends on the 

consistency of facial appearance and the robustness of the trained model. Therefore, improving dataset 

diversity, optimizing illumination conditions, and applying additional preprocessing techniques can enhance 

the reliability and accuracy of the facial authentication system. 

Tabel 1. Face Detection Performance 

 

 

 

 

Table 1 presents the performance results of the face detection system based on the conducted testing. A 

total of 100 images were tested to evaluate the accuracy of the system in detecting faces. The results show that 

92 images were correctly detected, while 8 images were incorrectly detected. This indicates that the system 

achieved an accuracy rate of 92%, demonstrating that the face detection method used in the system performs 

effectively and reliably under the test conditions. The small number of incorrect detections may have been 

caused by factors such as poor lighting conditions, variations in facial position, image quality, or partial 

obstruction of the face during the detection process. Overall, the obtained accuracy confirms that the 

implemented face detection system can provide satisfactory performance for practical security and 

authentication applications. 

Tabel 2. face detection in distance dan light 

Person 
Distance 

(cm) 
Condition Detection Status Error (%) 

1 30 Bright lighting Yes 2.98 

2 100 Bright lighting Yes 4.10 

3 30 Bright lighting Yes 3.87 

4 100 Bright lighting Yes 3.75 

5 30 Bright lighting Yes 3.84 
6 100 Bright lighting Yes 4.00 

7 30 Low light Yes 2.60 

8 100 Low light Yes 4.20 

Metric Value 

Total Image Tested 100 

Correctly Detected Faces 92 

Incorrectly Detected Faces 8 
Accuracy (%) 92 
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9 30 Low light Yes 2.80 
10 100 Low light Yes 4.30 

Table 2 presents the performance of the YOLO-based face detection system under different distances and 

lighting conditions. The experiments were conducted at distances of 30 cm and 100 cm under both bright 

lighting and low-light conditions. The results show that the system successfully detected all faces, achieving a 

100% detection rate across all test scenarios. This indicates that the YOLO algorithm is capable of reliably 

identifying facial regions regardless of moderate variations in distance and illumination [18]. Under bright 

lighting conditions, the detection error ranged from 2.98% to 4.10%. The lowest error was observed at 30 cm 

(Person 1), while slightly higher errors were recorded at 100 cm. This trend suggests that increasing the distance 

between the camera and the subject may reduce the amount of facial detail captured, leading to a minor decrease 

in detection precision. Nevertheless, the error values remained below 5%, demonstrating stable performance. 

Similarly, under low-light conditions, all faces were successfully detected. The detection error varied between 

2.60% and 4.30%. Although low illumination generally poses challenges for computer vision systems due to 

reduced image contrast and increased noise, the YOLO model maintained a high level of detection capability. 

The slight increase in error at 100 cm compared to 30 cm indicates that the combined effects of distance and 

limited lighting can influence the quality of detected facial features. The results demonstrate the robustness of 

the YOLO algorithm for real-time face detection applications. YOLO processes images through a single-stage 

detection framework, allowing it to simultaneously localize and classify objects with high speed and accuracy 

[19]. Its ability to detect faces consistently under varying environmental conditions makes it suitable for 

security and access-control systems, such as the proposed smart locker authentication system. However, the 

observed increase in error at greater distances and under low-light conditions suggests that detection accuracy 

can be further improved through enhanced lighting arrangements, higher-resolution image acquisition, and 

additional training data representing diverse illumination environments. Overall, the findings confirm that 

YOLO provides reliable face detection performance, achieving consistent detection results while maintaining 

low error rates in both bright and low-light conditions. This capability supports its implementation as a core 

component in biometric security systems requiring fast and accurate user authentication. 

3.2. Authentication Response Time 

Table 3. Authentication Response Time 

Person 
Distance 

(cm) 
Condition Delay (s) Error (%) 

1 30 Bright lighting 2.56 1.09 

2 100 Bright lighting 9.18 7.71 
3 30 Bright lighting 2.16 1.14 

4 100 Bright lighting 9.71 8.24 

5 30 Bright lighting 1.47 0.00 
6 100 Bright lighting 10.39 8.92 

7 30 Low light 2.35 0.88 

8 100 Low light 9.80 8.33 
9 30 Low light 1.68 0.21 

10 100 Low light 10.23 8.76 

Table 3 presents the authentication response time of the proposed facial recognition system under 

different distances and lighting conditions. The tests were conducted at distances of 30 cm and 100 cm under 

both bright lighting and low-light environments. The results indicate that both distance and lighting conditions 

influence the system's authentication speed, although distance appears to have a greater impact on performance. 

At 30 cm under bright lighting conditions, the authentication delay ranged from 1.47 s to 2.56 s, with error 

values between 0.00% and 1.14%. These results demonstrate that the system can authenticate users rapidly 

when facial features are clearly captured by the camera. The shortest response time of 1.47 s was recorded for 

Person 5, indicating efficient face detection and recognition under favorable conditions. When the distance 

increased to 100 cm under bright lighting conditions, the authentication delay increased significantly, ranging 

from 9.18 s to 10.39 s. The corresponding errors also rose to between 7.71% and 8.92%. This increase can be 

attributed to the reduced facial detail available at greater distances, requiring additional processing by the 

YOLO-based detection and recognition system to accurately identify the user. Despite the longer response 

times, the system remained capable of completing the authentication process successfully. A similar trend was 

observed under low-light conditions. At 30 cm, authentication delays remained relatively low, ranging from 

1.68 s to 2.35 s, with error values below 1%. These findings indicate that the system can maintain stable 

performance even when illumination is limited, provided that the user's face is sufficiently close to the camera. 

However, at 100 cm, the response time increased to between 9.80 s and 10.23 s, accompanied by error values 
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exceeding 8%. The combination of greater distance and reduced illumination likely affected image quality, 

making facial feature extraction more challenging. The observed performance is closely related to the 

characteristics of the YOLO algorithm. YOLO performs object detection in real time by processing the entire 

image in a single forward pass through the neural network. Under favorable conditions, such as close distances 

and adequate lighting, YOLO can quickly detect facial regions and support efficient authentication. However, 

when facial images become smaller or less distinct due to increased distance or poor lighting, the algorithm 

requires additional effort to identify facial features accurately, leading to increased processing delays and 

higher error rates. Overall, the results demonstrate that the proposed system achieves its best authentication 

performance at 30 cm under both bright and low-light conditions, with response times below 3 seconds and 

minimal error rates. Although authentication remains successful at 100 cm, the increased delay suggests that 

closer user positioning is preferable for practical applications. These findings confirm that the YOLO-based 

facial recognition system is effective for access-control applications, providing reliable authentication 

performance while maintaining robustness under varying environmental conditions. 

3.3. Network Communication Quality 

The system uses Wi-Fi for data transmission between the ESP32-CAM and the server. The network 

quality was evaluated using three parameters: latency, packet loss, and throughput, following standard IoT QoS 

measurements. The network evaluation demonstrates that the IoT-based system maintains reliable 

communication, with minimal latency and packet loss, ensuring smooth face recognition and locker control 

operations. The throughput results indicate that the network can handle the data transmission requirements of 

the facial recognition process without significant performance degradation. Furthermore, stable 

communication performance contributes to faster authentication responses and enhances the overall reliability 

of the smart locker security system in real-world applications. 

Table 4. Network Communication Quality 
Parameter Value 

Latency (ms) 120 + 15 

Packet Loss (%) 1.5 
Throughput (kbps) 200 + 10 

Table 4 presents the network communication quality of the developed system based on three main 

parameters: latency, packet loss, and throughput. The average latency recorded was 120 ± 15 ms, indicating 

that the communication delay between devices and the network server was relatively low and stable, which is 

suitable for real-time monitoring and authentication systems. The packet loss value of 1.5% shows that only a 

small portion of transmitted data packets failed to reach their destination, demonstrating reliable network 

communication performance. In addition, the throughput value of 200 ± 10 kbps indicates that the system could 

transmit data efficiently at a stable rate during operation. Variations in latency and throughput may have been 

influenced by network traffic conditions, signal strength, or hardware processing capabilities. Overall, the 

obtained results confirm that the communication network used in the system provides adequate stability, 

reliability, and efficiency for practical IoT-based security applications. Furthermore, the low packet loss and 

consistent throughput values ensured that facial recognition data and authentication commands were 

transmitted without significant interruption. These findings demonstrate that the proposed IoT architecture can 

support continuous and dependable smart locker operations, even under varying network conditions. 

4. CONCLUSION  

This study successfully implemented a YOLO-based facial recognition system for authentication 

purposes and evaluated its performance under different distances and lighting conditions. The experimental 

results demonstrated that the YOLO algorithm achieved a a face detection success rate of up to 92% across all 

test scenarios, confirming its capability to reliably detect facial features in both bright and low-light 

environments. The detection error remained relatively low, ranging from 2.60% to 4.30%, indicating stable 

detection performance despite variations in environmental conditions. The authentication tests showed that the 

system performed most efficiently at 30 cm, where response times ranged from 1.47 s to 2.56 s with error rates 

below 1.2%. As the distance increased to 100 cm, the authentication delay increased significantly to 

approximately 9–10 seconds, accompanied by higher error rates. These findings indicate that distance has a 

greater influence on authentication performance than lighting conditions, as facial features become less distinct 

when captured from farther distances. Overall, the results confirm that YOLO is an effective and robust 

algorithm for real-time face detection and authentication applications. Its ability to maintain consistent 

detection performance under varying lighting conditions makes it suitable for smart security systems such as 

locker access control. For optimal performance, users should position themselves closer to the camera, while 
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future improvements may focus on enhancing recognition accuracy and reducing response time at longer 

distances through dataset expansion, image preprocessing techniques, and model optimization. 
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